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ABSTRACT

Popular means of communication, like messaging apps,
may sometimes be linked to worries about data theft,
privacy, and security. The novel solution for app data
protection combines steganographic and picture overlay
techniques. We address the issue of picture cropping
resulting in data loss in our project by including two
layers of security. Hence, robust encryption methods are
used to safeguard the original picture from illegal access.
The next step in steganography is to cover an encrypted
image with a bigger one. Important features may be
preserved after cropping the picture if this method is
used. Since the original image is concealed inside the
covering picture, the integrated approach employs an
extra protective layer to avoid such loss. Data
transmission security integration steganography is a
complicated process with many moving pieces. Using
digital pictures is one of the most common ways to hide
information. These pictures are all over the place, they
may include a lot of information (including the most
important), and spy teams aren't going to be able to find
them. Spatial domain masking and filtering is one way to
conceal data in picture files; LSB (Least Significant Bit)
replacements are another; the latter involves altering the
values of the pixels' least significant bits to conceal data.
Word spacing, punctuation marks, and word choice are
used in text-based steganography to conceal signals in
apparently ordinary text, in contrast to audio
steganography where the change of sound waves is
almost undetectable. Also, the overlay seems to be OK,
making differentiation between them difficult. To make
our idea universally accessible and easy to use, we'll
build it on top of a chat app. When customers use our app
to send sensitive information, they can relax since it is
safe. By guaranteeing the privacy and integrity of user
data, our initiative helps to enhance the security of
messaging apps. As a result, with complete confidence in
the security and confidentiality of one's information, one
may freely express their views and experience.

INTRODUCTION

Traditional forms of interaction are now superfluous due
to the technological advancements that have rendered
long-distance communication obsolete. However,
protecting people's privacy and personal data while
they're online is of the utmost importance. The security
of our interactions is of the utmost importance in our
globally interconnected society, especially when people
entrust online communication platforms with their most
personal details. We present a new approach that uses
text message steganography. This novel approach
ensures our communication route is secure and
trustworthy, so people can speak freely and honestly

without worrying about the veracity of their message.
While our project is in the works, there are more than just
new ideas afoot. Thus, it is clear that we place a premium
on honesty and the confidentiality of communications.
Our program has a thorough understanding of the issues
that individuals and companies encounter as a result of
data breaches and piracy. If this works, our solution will
be known as a trailblazer in data security innovation,
which is our goal. To ensure that no one would ever
guess, we devised a method to covertly incorporate
stegano graphically-protected messages within regular
SMS. An additional, almost invisible layer of protection
is what sets this tactic apart from the norm. More than
just confidential discussions are at stake in this end eavor.
Building reliable lines of communication is of utmost
importance in a market that deals with sensitive
information. Businesses may rest easy knowing that their
mission-critical data and corporate information are safe
on our robust and protected network. Simplicity and ease
of use are the cornerstones of our project. Because we
think technology should be a tool, not a hindrance, we
have designed an intuitive interface that anybody can use.
Anyone, from seasoned techies to complete newbies,
may utilize our platform because of how well it integrates
with your current communication methods.

Its scalability makes it suitable for a wide range of
communication needs, from those of individuals to those
of bigger groups. Our project is designed to be easily
expanded to meet the diverse communication demands of
people and corporations.

Crucial Points:

e Ensuring the privacy of individual text messages.

e Utilizing cutting-edge steganography techniques for
encryption.

increasing the security of data transferred during online
transactions,  particularly  sensitive  information.
Our effort was a watershed moment in the evolution of
secure messaging, to sum up. With our very successful
technology, which blends steganography into ordinary-
text communication mode, people and companies alike
may safeguard private data and sensitive information.
Our technology has the opportunity to revolutionize 21st-
century communication with its very intuitive Ul and
remarkable scalability.
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Problem Statement. It changes the way we
communicate, yet security is endangered every time we
use a messaging program. This vulnerability poses a
significant threat to individuals, businesses, and
governments, especially in highly sensitive political or
military circumstances when data protection is
paramount. The sharing of sensitive information is
crucial for government and military organizations to
enhance the efficiency of operations, strategy creation,
and decision-making. Because this crucial information
is now known to the public, missions and national
security may be jeopardized because of the
shortcomings of current messaging applications.
Eavesdropping is possible since this encryption
technique is not in place. Cryptanalysis makes
decrypting encrypted communications possible, and
their visibility online makes this discovery a breeze.1.3
Objectives Security is an issue whenever we use a
messaging tool, even though it affects our conversation.
When data security is of the utmost importance in
politically or militarily delicate contexts, this flaw
presents a serious danger to people, groups, and
governments. In order to improve the efficiency of
operations, strategy development, and decision-
making, it is essential for government and military
institutions to share sensitive information. The
disclosure of this vital information endangers missions
and national security because of the limitations of
existing messaging tools. Due to the non-use of this
encryption technology, eavesdropping might be
feasible. Because encrypted communications are easily
discoverable online, cryptoanalysis enables their
deciphering.

Significance and Motivation of the Project Work

In today's highly digitalized world, having dependable
and secure messaging software is essential for sending
and receiving messages. Due to the lack of adequate
data security mechanisms, users' private information is
vulnerable to data breaches and illegal access in many
messaging services. The need of protecting confidential
discussions, financial transactions, and government and
military activities makes this risk particularly
dangerous for individuals, corporations, and
government organizations involved. Our present goal is
to develop a new text messenger to address this urgent
need. An unparalleled degree of data security is offered
by steganography and other contemporary encryption
techniques. It provides an additional conventional kind
of security in contrast to steganography, the practice of
concealing data inside seemingly innocuous materials.
encryption techniques. To prevent unauthorized access
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or decipherment, our program encrypts photos by
encasing secret SMS in invisible layers. Our solution
addresses a critical need in several economic fields by
creating trustworthy and secure communication
pathways. The data-driven world of today is a perfect
fit for our solution because of its numerous appealing
features: To prevent hackers and other unauthorized
individuals from accessing sensitive information, our
messaging software employs state-of-the-art encryption
and stenographic technology. Personal information,
company records, and intellectual property are just
some of the sensitive data that our system is built to
protect from unwanted access. Because of this, we
won't have to stress about things like financial loss,
reputational damage, or potential legal action.
Applications used by the government and the military,
which are considered mission-critical, follow the same
quality assurance procedures as ours. We promise to
follow all of the strict security measures when doing
this. Ensuring National Security: Our technology
enables the secure transfer of sensitive data between the
government and the military, which is crucial for
making informed decisions, developing -effective
strategies, and conducting efficient warfare. Supporting
Personal Growth: Our software's messenger function
allows users to have private, encrypted conversations,
shielding sensitive data from prying eyes. The present
initiative is driven by our awareness of these issues. The
safety of nation states, the interests of businesses, and
the trust between people are all impacted by data
privacy and security. In order for businesses and
individuals to freely exchange data without fear of
repercussions, we want to provide new ways of thinking
about this critical issue. Ensuring the proper
safeguarding of information is the first step towards our
goal. This is a significant improvement over previous
methods of secure communication for protecting
various types of data. At a time when sending private
information by text message or instant messenger has
become the norm, our concept has the potential to
completely revamp human communication.

2.LITERATURE SURVEY
2.1 Overview of Relevant Literature

Reference [1] provides a definition of picture
steganography that discusses the many techniques used
and the contributions made by various researchers. The
work of Ramadhan JM, which presents novel
approaches to picture steganography, is one such
contribution. The DFrFT and the LSB technique are
used for the first time in this study. These techniques all
provide unique ways to conceal data in digital images.
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In contrast to DFrFT, which uses the transform domain
to conceal data, LSB just alters the pixels' least
significant bits.Savita Bhallamudi's work is notable for
its use of a bit-inverted approach, which enhances
security and picture quality in LSB-based
steganography. While improving the cover image's
visual quality and making the steganography more
resilient to detection, the LSB method also increases the
technique's  stealthiness and security. Another
contribution comes from Lee, G. J., who backed Yong's
proposed solution to the complexity problem of using
several steganographic techniques. Yong's method
employs covert image transmission in real-time while
encoding verification data in the coefficients of
arbitrary polynomials. In order to create a very practical
steganography system, the new method seeks to reduce
this massive computing load and speed up the encoding
and decoding of secretly hidden information. Further
information on IWT and protection against high-
frequency wavelets may be found in the research of
Nagam-Hamid and Ahaya Abid. For their part, they
highlight the robustness and safety features of IWT-
based steganography.

The Using a high-frequency sub-band shows improved
data concealment resistance to various image
processing attacks. High PSNR wvalues have been
discovered, good encryption is in place, however data
loss occurs in noisy situations, according to this
research paper's conclusion. When sharing sensitive
material, the document [2] emphasizes key points for
keeping it safe. In order to enhance data safety during
transmission, the study emphasizes the need of
combining  cryptography  with  steganography.
Steganography ensures invisibility to unauthorized
individuals by hiding secret messages within another
form of media, while cryptographic algorithms
simultaneously encode and disclose material. An
innovative approach to crypto steganography is
presented in the study, which integrates stenographic
methods with cryptographic algorithms. It is possible to
conceal sensitive information in images using this kind
of fusion. It's a safeguard against those malicious actors
eavesdropping on conversations and gaining access to
sensitive data. Various kinds of steganography are
reviewed in the study, with a focus on color image-
based approaches due to their extensive concealing
capabilities. More extensive steganographic data may
be implemented by making advantage of the abundant
information accessible in picture color channels. In
order to change pixel values and conceal secret
information without significantly lowering the cover
picture's visual quality, they examine other color
schemes and channels, such as RGB and YCbCr. The
paper provides a concise overview of the function that
combines steganography and cryptography in
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safeguarding the integrity of data during transmission.
This emphasizes the efficacy of color picture-based
steganography in concealing large amounts of sensitive
data inside image bearers, so preventing its disclosure
or unlawful use. The data is efficiently sent while being
concealed using its approach. One complex method of
keeping information secret is the use of binary
messages hidden in picture pixels, as described in
reference article [3]. The effective use of memory and
the hiding of information in digital photographs are
both made possible by a multi-stage procedure that
begins with data compression using the zip file
approach and finishes with conversion into binary
codes. With its improved algorithm, the newly created
Steganography Imaging System (SIS) is a huge step
forward. Through its intuitive interface, SIS facilitates
the simple uploading of photos and text for the purpose
of embedding and extracting data from images. Data
secrecy and the integrity of hidden information are the
two pillars on which SIS's two-pronged method rests.
The SIS is an algorithmically superior redesign of the
original SIS. SIS is a user-friendly platform that allows
users to easily import words and photos into images for
data storage and extraction. By using a dual method,
SIS ensures that both the privacy and integrity of
concealed data are protected. Data damage or breach is
avoided by using robust safety measures that safeguard
confidentiality and reliability during picture data
compression and restoration. This method also avoids
the disclosure of confidential information and
emphasizes the requirement of transferring data via
many carriers. This article builds on previous research
on digital watermarking by examining how to
intercalate information in different canisters and
disguise the signal nature. Binary data concealing and
compression, made possible by the built-up algorithm
and the SIS method, allows for accurate and secret
transit while also protecting data. Therefore, it is crucial
for protecting sensitive data in the digital realm. Its data
concealment is efficient, the picture distortion is minor,
and the PSNR values are greater. The significance of
securely conveying sensitive information has prompted
research into steganography, as discussed in a 2020
reference article [4]. The idea is to embed secret data
into the carrier channel that carries the message, which
may be audio files, video recordings, or images.
Consequently, the fundamental goal is to guarantee the
data's anonymity by means of encrypted
communications, where the data is controlled by a
specific key, which greatly enhances the ways of data
transmission in general: The paper's historical review of
stenography sheds light on its origins and explains how
it was once employed in prisons to transmit covert
information between inmates and outsiders. A look at
the technique's history reveals that it has been around
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for a long time and used in many contexts. In particular,
it acknowledges the dominance of visual digital media
as a means of stego communication. Now that images
are widely utilized for communication, they may also
serve as secret storage for sensitive data. This paper's
overarching goal is to provide light on the mathematical
mechanisms behind various picture steganographic
techniques. These methods defy easy categorization
because to their complex nature and the fact that each
approach employs unique algorithms for encoding and
decrypting pictures. Mathematical aspects of picture
steganography algorithms are also explored in depth in
this study. There is no universally accepted way to
classify these procedures, which makes their
identification a challenging task.The study provides an
in-depth analysis of the methods, algorithms, and
mathematical concepts used to conceal data pieces
inside images. The significance and challenge of using
photographs as hidden symbols are highlighted by such
detailed investigations.manifestations of data transfer
into the contemporary cyberspace, which is now
pervasive in the most popular forms of online
communication.Important for data security, it improves
the categorization of picture steganography
methods.When it comes to protecting data, systems,
environments, societies, economies, and states, the
article [5] goes into great depth. Security is a complex
issue, and this fact is recognized by the holistic
perspective. Hardware theft, illegal access, data
exchange, and destruction all pose serious risks with
far-reaching consequences. Regarding this matter of
security assurance, the article discusses steganography,
a method of covert communication. Unlike
cryptography, which aims to conceal information for
the sake of secrecy, steganography conceals the fact that
data transmission has occurred. To avoid detection by
prying ears, this method encodes the data into harmless
carriers. Crypto-Steganography, the marriage of
steganography with cryptography, aims to improve
information security by leveraging the strengths and
minimizing the shortcomings of both fields. Basically,
this technology adds an extra layer of protection by
encrypting messages and then placing them in carriers.
Steganography may be broadly classified into four main
types: text, images, sounds, and movies. Focusing
particularly on image-based steganography and notably
LSB method. The goal of this method is to alter digital
images in a way that the human eye cannot detect by
changing the values of the pixels with the lowest
significant digits. This study uses LSB as an example of
a method that may be used to make pictures more secure
by making them good bearers of concealed information.
So, we need to find new techniques to hide and
safeguard the information within visual data since they
are crucial but also sensitive. Data security and picture
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quality assessment are both addressed in this study by
the author via the successful combination of
cryptography and steganography. One of the most
important aspects of today's digital environments is the
protection of sensitive information, as discussed in the
reference article [6]. Given that sensitive information
travels over computer networks, this is crucial, and the
writers are cognizant of this. One novel tool for
ensuring the safety of data sent over the Internet is deep
packet inspection. In order to detect potential dangers
and communication security breaches, it permits real-
time analysis and examination of data packets. It is
important to note that bad actors might potentially
access and manipulate sent information by taking
advantage of its interception nature. A two-layer
solution to data protection is offered, combining AES
encryption and LSB steganography into one security
scheme. The hybrid method enhances data security by
combining the best features of encryption and
steganography.The first level comprises encoding a
digital impression file with a secret message by putting
it into an LSB. In LSB steganography, the hidden
message is encoded by changing the least significant bit
of the matching pixel values, taking use of the digital
picture files' inherent redundancy. This process
preserves the photo's general look while concealing the
data, making the modifications imperceptible to the
naked eye. Next, a 128-bit encryption key is used in
conjunction with the AES (advanced encryption
standard) technique to secure the processed stego
picture. The AES encryption procedure is used to
enhance the stego's security. The reason for this is
because AES encryption requires both the encryption
key and the decryption operations to be in possession of
the user. To further ensure the security of the
photograph's concealed data, a second layer of
encryption is used. This study includes a literature
review that details the most up-to-date data security
practices and steganography technologies used in
research. Updates to LSB and adaptable LSB methods
are also covered in this article.

Provides methods for secret keyed LSBs and RGB
components embedded with multi-planar data.
However, the evaluation doesn't spend much time
analyzing the pros and cons of specific strategies at
different situations. Cryptography, the art and science
of encoding data into an unintelligible form, is an
essential part of data security.

3.SYSTEM DEVELOPMENT

Requirements and Analysis Requirements
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Programs Necessary .The messaging app's backend will
be Firebase. We will be using Firebase, among other
technologies, to build our app. A few of its many
beneficial features include real-time data syncing,
authentication, and storage. The VS-code framework is
one option to consider when building a messaging app.
Possible development time savings might result from
using Vs-code's various features, such as syntax
highlighting, code completion, and debugging.

The JavaScript programming language was used in the
development of the messaging app. Both front-end and
back-end developers should consider using JavaScript
because of the language's great expressiveness. Using
the JavaScript framework, the messaging app's front-
end, React JS, will function. If you are interested in
creating powerful but easy applications, you should
check out React]S. This framework is lightweight,
simple to understand, and utilize.

Here the message and hash message are appended together so that
fhey can be used for cropped image testing a the receivr end

Essential Hardware

Aside from the software required to operate the project,
no more hardware is required. Beyond the requirements
that are already in place .This is why a steganography
library is necessary for integrating steganography into
the messaging app. Libraries like OpenStego and Steg essage Rcted
hide are part of this group. To encrypt photographs
using a steganography format, you'll need image editing
software. Gimp and Adobe Photoshop are only two of . . .

- . . . Figure : Project Design
many alternatives when it comes to image editing

software.This communication service cannot be
considered risk-free without a testing methodology. Addingtext nform
of steganography

Original image

3.1 Project Design and Architecture

Overlaying
original image so
no one get to
know about the

Image after steganography

Final image after
image overlay

Overlaying the original image
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Figure : Steganographic Concealment Process

Fig .authentication program
using axios

4. TESTING

The following are all components of the application's
testing scope:

First, we have the segmentation algorithm.
Segmentation, sometimes called steganography, is the
art of secretly hiding a message inside a picture without
compromising its quality. The second topic is
encryption methods, which include protections against
too strong encryption systems that might be broken by
reverse engineering or brute-force assaults. Thirdly,
arrange and choose all of the photos carefully. Think
about several sets of authentic photos for data transfer,
and figure up a way to stop manipulation. At each point
in the key life cycle—from creation to storage to
distribution and beyond—authenticated strong key
management is used to safeguard the key against
unauthorized access and changes. This is the fourth step
in key management. Last but not least, the
communication protocol ensures that the data is
genuine and inhibits eavesdropping on user-sent or -
received information. A broad variety of ideas are
covered by the "user interface" (UI) in Section 6, which
includes elements that provide clear feedback and Ul
navigation.

Findings and Illustrations
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Examination Outcomes:

Is Encryption Really Effective?

The photos were expertly enhanced by superimposing
encrypted messages without modifying the original. As
may be seen in Figure 11, both the test message and the
output picture include hidden messages.

Secure messaging sysem

This o for e oty s gt

original inage

Figure : Output of the testing of
the stenographic program

Decryption was successful if and only if the deciphered
messages were indistinguishable from the encrypted
ones. The tested encrypted message was successfully
decoded.

File 12: Data Extraction

Evaluation of Security: The testing process did not
uncover any security vulnerabilities or faults, and the
encryption methods used robust algorithms to ensure
the confidentiality of communications. We had no issues
hiding or showing information thanks to the user-
friendly UI. Obtaining steganography pictures was
unfortunately a more time-consuming and inefficient
manual process for the receiver. The steganography
chat software was incredibly effective in all aspects. It
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had first-rate capability for encrypting and decrypting
communications. The intuitive layout ensures that users
will not encounter any issues, without compromising
the app's security or usefulness.

5.RESULTS & EVALUATION

We have finished the chat program that uses
steganography. It conceals communications and uses
privacy protection features. It remains intact thanks to
picture encryption. Using steganography on a user-
input image, the project is now handling data
transmission and receiving. Additional security is
offered by the picture's approach to processing several
user-supplied photographs and the project's ability to
randomly utilize database photos. In the steganography
program, you could find the LSB algorithm, which is
widely considered to be the gold standard in the field.

Stegano Chat

Stegano chat

START CHATTING

6.CONCLUSION & FUTURE SCOPE

Last Remarks 6.1

In this research, we provide a safe and effective
steganographic technique. Therefore, it provides a
workable solution for covertly sending data in media
files. The project stands out due to its dependability and
low cost. Make sure to verify this method against
steganography attacks such as cropping and histogram
equalization. Using this steganographic technology,
sensitive data contained in media files may be quickly
and securely transferred. The reasonable cost of this
project adds to its flexibility and adaptability. To find

[1].

[2].

[3].

[4].
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out, you have to do a lot of experiments with various
attacks like cropping and histogram equalization. More
study is needed to make the approach more durable and
flexible enough to handle the stenographic issues of
today. As the security, cost, and dependability of this
technology continue to improve, the potential for its use
in clandestine communication in many digital contexts
is growing. Development (6.2.1) What followed was
We will focus on improving sterganographic
procedures, encryption technologies, user interface
simplicity, and performance optimization in our future
development. Additional investigation into the
precision of emerging detection methods is necessary.
Adaptive encapsulation systems and variable payload
alterations are two further concealing approaches to
consider if we need the hidden information to stay intact
for an extended duration. The number one priority
should be being alert and working closely with
cybersecurity experts. The development of stronger
encryption methods that can resist quantum computing
is also crucial to their long-term viability. There will
also be a rise in user-centric design enhancements, such
as more intuitive interfaces and interoperability with
popular platforms. Many individuals have become fans
of it. With the dynamic nature of modern information
security, covert communication relies on algorithmic
refinement to maintain success. Along with enhancing
cover image technology, our primary objective is to
ensure that the stego pictures can withstand the rigorous
lever examination.
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